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PowerMAN Enterprise Server Installation and Adminis  tration

Overview

PowerMAN Enterprise Server (PMES) complements the PowerMAN client software by giving
you powerful, organisation-wide, reporting of PC energy usage, costs and waste. The
PowerMAN Enterprise server software, which is identical to that used for Data Synergy’'s
hosted reporting service, provides your organisation with its own private reporting platform.

The reporting system is optional — the PowerMAN client software will function fully without it.
However, the reports can be extremely useful to monitor the on-going effectives of your
PowerMAN installation and determine where further improvements can be made.

There are several reasons you may want to run your own reporting platform:

More cost effective - PMES is more cost effective for larger organisations (typically
with more than 5000 computers)

Internal security requirements  — It is normally impractical for police forces, central
government or the military to use the hosted service

Integration — Running your own reporting platform allows your organisation to
integrate your own MIS systems with the raw data for added business benefit

This document explains how PMES operates and provides a full walk-through installation.
The instructions below are intended for a system / network administrator with experience of
Microsoft Windows Server configuration and security, Internet Information Services (1IS) and
Microsoft SQL Server (MSSQL). This document is not a training course on these technologies
— it is assumed that the reader is already familiar with these products. Data Synergy can
support any organisation with the appropriate skills but cannot, unfortunately, provide basic
training in these technologies.

The walk-through describes an installation on a typical Microsoft Windows Server 2003/2008
system running IS and MSSQL 2005 Standard Edition. It assumes that each of these
products has been installed using following the default settings. It also assumes that the
server is only used for the PowerMAN reporting platform. PMES has relatively low resource
requirements and can happily co-exist on a server hosting other services. Whilst this scenario
is not described in this document the basic approach discussed can be adapted to install the
software on any of the supported environments with appropriate minor changes.

A separate document, called PowerMAN Server Management Reporting Platform Guide
explains how to manage everyday use of the reporting system.

Please remember that the PMES server is only used for reporting. It is not used to deploy
PowerMAN and has no role in the active management of the client software. This must be
done using the appropriate deployment and management software as described in the
PowerMAN Installation and Administration Guide

We strongly recommend that you read this en tire guide before commencing a
PowerMAN Enterprise Server deployment.
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Prerequisites
PowerMAN Enterprise Server has the following requirements:

A server with at least 4GB of RAM running Windows Server 2003 or 2008. Larger
installations may require more RAM. The server may be either x86 or x86-64 based.

Internet Information Services with ASP.NET support and the Microsoft .NET 3.5
Framework.

Approximately 1MB of data storage per client computer per year. e.g. 20,000 PCs will
require approximately 20GB of storage per annum.

Microsoft® SQL Server Standard Edition 2005 or 2008 with the most recent service
pack installed.

In-house skills to configure Windows Server, 1IS and MS SQL Server

It is your responsibility to obtain the necessary Windows Server and Microsoft SQL Server
product licenses. The costs associated with this should be small compared to the potential
savings from using PowerMAN in an enterprise environment. However, if the costs of these
components are prohibitive, it may be more appropriate to use the PowerMAN hosted
reporting platform.

The Microsoft .NET 3.5 Framework can be obtained from the following location:

http://www.microsoft.com/downloads/details.aspx?Familyld=333325FD-AE52-4E35-B531-
508D977D32A6&displaylang=en

Deployment Components

PowerMAN Enterprise Server is supplied as three components:
PowerMAN Enterprise Server Database hosted by MSSQL Server. This is supplied
as an SQL Server backup file called PowerMANS5 Database.bak . This must be
restored on to your server.
NB: There are other means to distribute a SQL Server based system, however, a
backup file neatly encapsulates the more complex methods and is the most trouble
free way to achieve a reliable deployment.

PowerMAN Enterprise Website (hosted by MS 1IS). This is supplied in two ZIP files
(only one is required).

The appropriate file must be extracted and configured using IIS:

PowerMANS Website x86.zip is for 32-bit operating system platform
PowerMANS Website x64.zip is for 64-bit operating system platform

The Installation Guide (this document) which describes the system and a walk-
through installation.
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Deployment Assumptions

The walk-through below makes certain assumptions about the server configuration. These
are as follows:

The server prerequisite components are installed using their default settings

The same server is used for the SQL database and the website

The SQL server is configured as the default instance and uses Windows Integrated
Authentication (or mixed authentication). The use of default and named instances is

described in the following document:

http://msdn.microsoft.com/en-us/library/aal74516.aspx

The SQL database is configured to use the Simple recovery model

The website is configured to serve content on port 8080, to allow anonymous access
(except the Secure folder) and to use an application pool running in the security
context of the Network Services account

The Network Services account is a member of the database role called ‘Website’ —
This provides the website with the limited database access necessary to function
correctly. This is configuration is described below.

PMES is flexible software and, within reason, can function in a variety of environments. You
may choose to re-configure your server to use Windows Integrated Authentication for all
website access (except the PostStatus.aspx file) or otherwise change the assumptions used
in this document. Whilst there may be many organisation specific reasons for doing this we
would recommend that you initially deploy the software using the method presented and
consider the impact of re-integrating future PowerMAN Enterprise Server releases.

PMES can be used in a virtualised environment. This has the advantage that a standalone
server can be quickly configured, using the methods described in this document, without
impacting on any pre-existing systems. This technique also has the advantage that the PMES

system can be easily backed-up as a single entity and quickly transferred to another
hardware platform.

Getting Started

Before starting to deploy PMES please check that you have the following:
A hardware/software platform meeting the requirements described
An understanding of the installation process (read this document)
The PMES distribution files

A PMES product key. For the purposes of this document the following fictitious
information is used:

Organisation: Example Corporation Limited
Product Key: XGHK-GABQ-GDTH-UJKQ-HYJK-DBKY

NB: This product key is a demonstration key and will not function on a live system.
Please remember the client product key and the server product key are different.
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Database Configuration Walk-through

The following steps walk through a typical deployment using Microsoft SQL 2005/2008
Server. It assumes that the database files are to be located in C:\Database\PowerMANS5.

The database can be installed using the following steps:
1. Create folder for database files. C:\Databases\PowerMAN5
2. Open SQL Server Management Studio

3. Start the database restore wizard

Obiject Explorcr
Connert » | S E
=1 |y DATASERY (SOL Server 9.0.3042 - DATASERYiAd
B3
® g Svst Mew Databage ...
4 D‘_at Allau ..
[ Security
£ Ferver ‘ Reckora Databace, .
[ Replicati Restrre Files Aand Filegenns. ...
& [ MAanagA
[l Motifical Roports b
Sl Ser
: ﬁj Hefresh

4. Configure the database name as : PowerMAN5S

5. Select ‘From Device’ and locate the PowerMANS5 Database.bak file

Degtination for restore

Select or type the name of a new or existing databaze for your restare operation.

To database:

S =
To a point in time: IMDst recent pozzible |

Source for regtore

Specify the source and location of backup zets to restore.

" From database: I j
% From device: |I::KInstaIIMedia'\F‘DwerMﬂNE [Database bak |

Select the backup sets to restore:
Restore | I arne Campotemt | T_I,Ipel Server | Databaze I
rd FowertdaM5-Full Database Backup  Databasze Full  LAPTOF Powertdakb

a I i
(1] 4 I Cahcel |
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6. Select Options and enter the correct restore path e.g. C:\Databases\PowerMANS5

= [_d. DATASERY (SOL Sarver 9.0.3042 - DATASERY
E [ Databases

[ Svstem Databases
[ Database Snapshots

SRR oerANS
[ Database Diagramns
[ Tables
[ Views
1 Swnonyms
[ Progranmim.ability
[ Service Broker
[ Storage
[ Security

7. Click OK to restore the database. On a typical server this will take only a few seconds

The database should be configured using the following procedure:
1. Open SQL Server Management Studio
2. Navigate to Security\Logins

3. Right click and select New Login

[E L “rririky
el JM‘% —

] Mew Logn..
el Filket 3
= Fepork
f .=porks F
" Fefresh
oy

4. Click Search
5. Enter Network Service in the box and click OK

6. Confirm the Network Service account is listed (as shown below) and click OK again
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Login namne: INT AUTHORITYWMETWIOREK SERYICE Search... |

f* Windows authentication

o SOL Server authentication

Pazzvond: |

LConfirm passwond: I

Diefaulk databaze: I PowverkiaN

LedLe

Dref ault language: I <default:

oK I Cancel

7. Navigate to Databases\PowerMANS\SecurityUsers
8. Right click and select New User
9. Click the top search ... button and locate the Network Service user

10. Select the ‘Website’ database role

11. Click OK
Lse nane. Ithwn'k Gemics
£ | ngin Aame INT ANTEORITMF TWNRE SFRWICF
. Cerificate name; |
£ Eey name: I

£ wiithot lagin

LCefault zrhemar I

L

Schamas awaed b thiz uzes

Jwncd Schzmas =
[} db_acsessadmn j
[T db backupcpe-ator

[T db_daarcacor

[ db_daawriter

[~ db ddadwir =

Catabezc rale rremberzhip:

d0e Members |;|

db dewdatareader
db_deapdatawnter
db_owne

_ db zecurtyedmrin

i
-
-
r.
2
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The ‘Website’ database role has the limited database access rights to operate the
PowerMAN Enterprise Server system. For security reasons not all database objects are
accessible to this database role. More advanced configuration and database maintenance
must be manually performed using the SQL Server Management Studio.

You MUST also configure an appropriate database performance optimization and
backup strategy. An example procedure is explained later in this document.

Website Configuration Walk-through - Windows Server 2003

The following steps walk through a typical deployment on a system running Windows 2003 /
[IS. It assumes that the website files are located in C:\Websites\PowerMANS.

The procedure below assumes that the majority of the website is configured to allow
anonymous access (the default). If you deviate from this assumption please
remember that the PostStatus.aspx file, as a minimum, must be available to the
PowerMAN client software. This software runs in the machine account of the client
computer. The one exception to this assumption is that the Secure folder is
configured to provide access only to appropriate Administrators. This is described in
the procedure below.

Before proceeding to configure the website please confirm that the Microsoft .NET 3.5
Framework is installed. The quickest way to do this is to check for the presence of the
following folder: C:\WINDOW S\Microsoft. NET\Framework\v3.5.

To configure the website proceed as follows:

1. Create folder for website files: C:\Websites\PowerMAN5

2. Extract the appropriate PowerMANS Website ZIP file (x86 or x64) to this folder

& C:, websites',PowerMANS - 10| x|
File Edit iew Favorites Tools  Help qﬂ."
(P Back -~ 3 - (¥ | - Search Folders | & [ X 6 | b

Address |2 Ciiwebsites\PowerMANS j a €l
Name | size | Type

Jl:un File Folder

|21 Charting File Folder

|Cas File Falder

) Images File Folder

| 5cripks File Falder

| Z)5ecure File Folder

,j ChangePassward, aspx 4 KB ASP.MET Server Page
,j Campukeraummary , aspx 10KE  ASP.MET Zerver Page
,j Defaulk, aspx 1KE ASP.MET Server Page

3. Open the IIS Management snap-in

4. Navigate to Internet Information Servers\Application Pools
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5.

9.

2 Data Synergy

iy,

Right click and select New\Application Pool

E--F:g Internet Information Services (115}
i) FTP Sites
El---J Application Poal,..
[+ Defaultipp
) Wweb Sites

1A
&l Tasks r Application Pool (From File). ..

F_J Wb Service B> yiew 3
- Defadlk SMTPY ey ‘\Window From Here

Refresh
Expork Lisk. ..

Froperties

Help

Enter the pool name: PowerMAN5 and click OK
Navigate to the newly created PowerMANS5 application pool
Right click and select Properties

Navigate to the Identity tab

10. Select ‘Predefined: Network Service’ and click OK

11.

12.

13.

14.

PowerMAMNS Properties 2| =l

Recycling I PeanrmanceI Health Identity |

application pool identity

Select a security account for this application poal:

Bletwork Service

% Predefined

o Configurable

User name: I I'WwaM_DATASERY Browse |

Password:

ik, I Cancel Apply Help

Navigate to Websites
Right click and select New\Websites

Click Next and enter the website name: PowerMANS. Click Next again.

Select the appropriate server IP address range and port number. The default port is

8080. Click Next.
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Important: The website MUST be accessible to the computers running the
PowerMAN client software. If the IS server is behind a firewall please

remember to ensure you have granted the appropriate access. If necessary you

can configure the website to accept connections on more than one port. The
hosted PowerMAN service uses this technique to accept connections on both

ports 443 and 8080.

15. Enter the appropriate website file path: C:\Websites\PowerMANS5

16. Ensure ‘Allow anonymous access to this website’ is selected. Click Next

17. Ensure ‘Read’ is ticked. Click Next and then Finish

18. Right click on the newly created PowerMANS5 website and select Properties

19. Navigate to the Home Directory tab

20. Select ‘Scripts and Executables’ (under Execute Permissions)

Mppicatich zetings

Aoplcation nanes:
Staring paoirt:

Exeiule pe nizziors

|Dcfcu|tA|:p|i:alinn

B =T P

Scriptz and Executable:

Appicatich poal:

| PawzrhANS

Renre |
Con-figaraticn.. |
j [ilmad |

21. Select the recently created PowerMANS5 application pool (as shown)

22. Click Apply

23. Navigate to the Documents tab

24. Confirm Enable default content page
for Default.aspx. If necessary click Add and add Default.aspx

PowerMANS Properties

2ITS Sarvar Eslanzion I
Directar) Security |
‘WebSite | Pefomence |

I54P1 Flterz |

ASPMET |
HT TP Headers |
Forre Directony

Sarver Exlanzions 2002

Castorn Errars

is selected and that a default entry is present

2]

Dacurmenls

¥ Enable default comen: page

LY etault. Ftrn
Default. zzp
indesx.kitrn

vovellp

Add...
hHemove |

Mcve Down |

25. Click Apply

26. Navigate to the Directory Security

tab and press Edit
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27. Confirm that anonymous access is enabled (shown below):

Authentication Methods =]

Lse: the Following Windows user account For anony mous access:

Liset name: I IUSR_DATASERY Brawse, .. |

Easswclrd: I....-.....

Authenticated access

For the following authentication methods, user name and password
are required when:
- anonymous access is disabled, or
- access is restricked using MTFS access control lists
¥ Integrated Windows authentication
[ Digest authentication for Windows domain servers
[ Basic authentication {password is sent in clear bext)

[~ .MET Passport authentication

R.ealm; I Selecti,

Erefault damain; I Seleck, ., |

oK I Cancel | Help I

28. Navigate to the ASP.NET tab.

29. Ensure that ASP.NET version is set to 2.0 (this the underlying version used by the 3.5
framework). If necessary change this and click Apply .

Directary 5 ecurity | HT TP Headers I Custorn Errors
Wwieh Site | Performance | I1S&P! Filters | Home Directory Diocuments
BITS Server Extension A5P.NET | Server Extensions 2002

ASPMET wersior:

“Wirtual path: I PowmertddN g
File location: I C: M ebsitesyPowertd AMNE web. config
File cre.ation date: IZF’J’DSHZDDS 00:13:06
File last modified: IQ?EUSHQUUS 00:12:08
Edit Global Canfiguratiarn,.. | Edit Configuratiar,.. |

0K I Cancel | Apply I Help |
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Tip: If you installed 1IS after the .NET Framework you will need to re-register
.NET with IIS using the following command:

%windir%\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i

30. Navigate to the Website tab and configure the IIS logging settings appropriate to your
organisation.

Tip: IS logging should normally be enabled. This feature can be very useful
when troubleshooting any website problems in the future.
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Website Configuration Walk-through - Windows Server 2008

Windows Server 2008 (lIS 7) differs in several important respects from previous versions. The
following steps walk through a typical deployment on a system running Windows 2008 / 1IS 7.
It assumes that the website files are located in C:\Websites\PowerMANS5.

The procedure below assumes that the majority of the website is configured to allow
anonymous access (the default). If you deviate from this assumption please
remember that the PostStatus.aspx file, as a minimum, must be available to the
PowerMAN client software. This software runs in the machine account of the client
computer. The one exception to this assumption is that the Secure folder is
configured to provide access only to appropriate Administrators. This is described in
the procedure below.

To configure the website proceed as follows:
1. Create folder for website files: C:\Websites\PowerMAN5

2. Extract the appropriate PowerMANS Website ZIP file (typically x64) to this folder

B Powermans

GL: )= [ 1 covwebsitestpowertans

Organize *  Include inlibrary «  Share with = Mew Folder

- Favorites lame
B Desktop hin
4 Downloads Charting
= Recent Places o5
= Libraries mages
3 Documents Seripts
& Music Securs
=/ Pictures || App_OFFline
B videos 5] changePasswaord
j CompukerSummary
18 Computer —
J Default

3. Open the Server Manager

4. Locate the Internet Information Services (IIS) Management snap-in
(INETMGR.EXE)

5. Navigate to Application Pools

6. Right click and select Add Application Pool
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Internet Information Services (I15) Manager
@,,_,' | (8] » SERVER » Sies »

€¢-d |7 |8
e ':T_E_] Skart Page
-85 SERVER
[

j ..... L M’?gdd Application Poal. ..

@/ Sites

L3 FRefresh

7. Enter the pool name: PowerMANS5 and select .NET Framework v2.0.50727 :

Add Application Pool EHE

MName:
IF‘uwerM.ﬁ.NS

.MET Framework wersion:
|.MET Framework v2.0,50727 |

Managed pipeline mods:

¥ Start application pool immediately

K I Cancel

8. Navigate to the newly created PowerMANS5 application pool
9. Right click and select Advanced Settings

This page lets wou wiews and manage the lisk of application pools on the server. Application po
associabed with worker processes, contain one or more applications, and provide isolation an
different applications.

Filter: - G0 - .c?_I_, Show All | Group by: Mo Grouping

Mame = | Skatus | JMET Frame. .. | Managed Pipeli. .. | Identit
,Q.‘Classic .MET App... Started ] Classic ApplicationPoollc
QDeFaultF\panul Started ] Inteqgrated ApplicationPoollo

tPowerManS Skarted Ve, (e oll
SULLe T e Add Application Poal. .. =R

L=
Set Application Pool Defaults. ..
Skart

B Stop

= PRecycle...

B Basic Setkings...
Recycling. ..

| Advanced Setkings. ..

10. Navigate to the Identity setting and press

11. Select Built-in account: Network Service  and click OK
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E Process Model

Identity ApplicationPoolldentity
id Application Pool Identity EHE
c

M & Built-in accaunt:
Fil

 Custom account:

el Sek,

logz oK I Cancel |

Tip: If the SQL database is located on a remote server you must also change
the Load User Profile option to True.

Idle Tirme-out {minutes) 20
Load User Profile True ;I
Maximum Warker Processes 1

12. Close the Application Pool settings by selecting OK
13. Navigate to Sites

14. Right click and select Add Web Site

Q- |7 |8
e H:E] Skart Page

95 SERVER
----- t:* Application Pools

[ addwebsie...

i3  Refresh

(= Switch o Content Yiew

15. Enter the Site Name: PowerMANS
16. Select the Application Pool: PowerMANS

17. Select the appropriate website path, server IP address range and port number. The
default port is 8080. Click OK.
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Important: The website MUST be accessible to the computers running the
PowerMAN client software. If the IS server is behind a firewall please
remember to ensure you have granted the appropriate access. If necessary you
can configure the website to accept connections on more than one port. The
hosted PowerMAN service uses this technique to accept connections on both
ports 443 and 8080.

18. Navigate to Authentication and double click

19. Confirm that Anonymous Authentication
enabled (shown below):

and Windows Authentication are both

0 Authentication

Group by Mo Grouping w7

Marne = | Skakus |
Anarymous Authentication Enabled

A3F . MET Impersonation Disabled

Basic Authentication Disabled

Faorms Authentication Disabled

Windows Aukhentication

Enabled
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Tip: IS 7 includes a number of changes over previous versions. In particular
the way anonymous website access operates has changed. The built-in IUSR
account replaces the IUSR_MachineName account. You will not normally
need to explicitly configure anonymous website access. This is explained
further here:

http://learn.iis.net/page.aspx/140/understanding-the-built-in-user-and-group-
accounts-in-iis-70/

20. Navigate to Logging and configure the IS logging settings appropriate to your
organisation.

Tip: 1IS logging should normally be enabled. This feature can be very useful
when troubleshooting any website problems in the future.

Securing the website - Windows 2003

The following section explains how to secure the website on Windows 2003. The subsequent
section explains this for Windows 2008.

The PMES website incorporates a Secure folder that contains tools only for administrator
use. The pages within this folder are used to perform the initial online server configuration and
to administer the PMES system. These pages MUST be secured as they must not be
available for anonymous access. This is typically done using Windows Integrated
Authentication.
To disable anonymous access for this folder proceed as follows:

1. Open the IIS Management snap-in

2. Navigate to Websites\PowerMANS5

3. Locate the Secure folder in the right hand pane

4. Right click and select Properties
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5. Navigate to the Directory Security tab and press Edit

6. Untick ‘Enable Anonymous Access’

7. Ensure ‘Integrated Windows Authentication’ is selected.

8. Click OK

ﬂ

1 Enable anonymous access:

IUse the Following Windows user account For anonymous access:

Iser name:; I ILER_DATASIRY Browse, ., |

Password: I Il

~AUthentlcated access
For the Folowing authentication methods, user name and password
are required when:

- anonymous access is disabled, o

- access |5 restricted usng NTFS access contral [Isks
v Integrated Windows authertication
[ Digest authenticetion Far Windows darrain servers
| Basic authenticaton (password is sent n clear kext)

[~ MET Fassport authentication

Detault domain: I Select, .,

il

Realn: | Seleck, ..

(] 4 I Zancel | Help |

To configure the specific users / groups permitted to access this folder proceed as follows:

9. Open the IIS Management snap-in
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10. Navigate to Websites\PowerMAN5
11. Locate the Secure folder in the right hand pane

12. Right click and select Permissions

13. Click Advanced

14. Untick ‘Allow inheritable permissions from the parent to propagate’

15. Click Remove and then click OK (if prompted by a warning click

Yes)

16. Click Add and select the users or groups who will be allowed access to the secure
website pages. For instance Network Service and Administrators:

C:'\ Websites'PowerMAN il

SECLty I

Group or uger names:

Add... I Bemove |

Permizsions Seleck Users or Groups
|

Locations. .

Ful antrnl Select this object type:
todify I = T — :
Fiead & E xe I zers, Groups, of Buil-in secunity principals Object Types. .
Lizt Falder C Erorn this location:
Read IDAT:&SEFW
write
Enter the object names to select [eramples):
For special per

click Adwance Metwark, Serwce;ﬂ«dmmmtratnr&l

Advanced... | (] I

FiE

LCheck Mames
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17. Click OK

18. Confirm the selected users have Read access (you can deselect Read & Execute
and List Folder Contents) and click OK

NB: Please remember the Network Service MUST be included in the user list for the
website to function correctly.

Tip: You can also remove or rename the Secure folder for added security. It is not
required for day-to-day server use.

Securing the website - Windows 2008

The following section explains how to secure the website on Windows 2008. This is very
similar to the previous section describing Windows 2003 with minor changes.

The PMES website incorporates a Secure folder that contains tools only for administrator
use. The pages within this folder are used to perform the initial online server configuration and
to administer the PMES system. These pages MUST be secured as they must not be
available for anonymous access. This is typically done using Windows Integrated
Authentication.
To disable anonymous access for this folder proceed as follows:

1. Open the Server Manager

2. Locate the Internet Information Services (1IS) Management snap-in
(INETMGR.EXE)

3. Navigate to Sites

4. Locate the PowerMAN5 site

5. Select Content View

6. Locate the Secure folder

7. Right click and select Edit Permissions

8. Navigate to the Security tab and press Edit

9. Click Advanced

10. Click Changed Permissions (if necessary)

11. Un-tick ‘Include inheritable permissions from this objects parent’

12. Click Remove and then click OK (if prompted by a warning click Yes)

13. Click Add and select the users or groups who will be allowed access to the secure
website pages. For instance Network Service and Administrators:
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C:'\ Websites' PowerMAl il

SECLty I

Group or uger names:

Add... I Bemove |

Ful I.:nntn:nl Select thiz object type:
Moy ] G Built-i ity principal i
Fead & Exe I zers, Groups, or Built-in security principals Ml
Lizt Folder C Erom this lazation:
Read IDAT.&SEFE'\:f Locatkiong. .. |
“wribe:
Enter the object names ta select [eramples):
Ei?élfphedcﬂnpcz Metwork, Service;’-\dmini&tlatnlsl LCheck Mames |

Advanced. | 0k I Cancel |

14. Click OK

15. Confirm the selected users have Read access (you can deselect Read & Execute
and List Folder Contents) and click OK

NB: Please remember the Network Service MUST be included in the user list for the
website to function correctly.

Tip: You can also remove or rename the Secure folder for added security. It is not
required for day-to-day server use.
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Using a remote SQL Server

The walk-through above describes a configuration where the website and database are
located on the same physical server. This approach allows the Network Service account to be
used to access the database. The following section explains, briefly, the changes necessary
to configure the website to operate with a SQL server located on another server.

You can ignore this section if the web serverand S QL server are running on the same
server.

This section assumes that both the web server and SQL server are members of the same
Windows domain. The procedure below replaces the Network Service account with a
standard domain user account. The procedure described is for Windows 2003. An almost
identical procedure may be used for later releases.
To create this account proceed as follows:

1. Open the Active Directory Users and Computers  snap-in

2. Right click on Users and select New\User

3. Enter an appropriate username, for instance PowerMAN , and click Next

4. Enter an appropriate password (twice)

5. Ensure User must change password at next logon  is NOT selected

6. Select other configuration settings appropriate for your organisation. Typically the

account should be configured to avoid password expiry as this will result in the server

failing.

7. Click Next and then click Finish

The domain user account can now be configured for the PowerMANS application pool:
8. Open the IIS Management snap-in
9. Navigate to the PowerMANS5 application pool
10. Right click and select Properties
11. Navigate to the Identity tab
12. Select Configurable
13. Click Browse and locate the domain user (PowerMAN) account. Click OK
14. Enter the appropriate password

15. Click Apply and enter the password again

Windows 2008: You must also change the Local User Profile option to True.
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The domain user account must be granted read access to the website files. This is configured
as follows:

1. Open the IIS Management snap-in

2. Navigate to Websites\PowerMANS5

3. Locate the Secure folder in the right hand pane

4. Right click and select Permissions

5. Click Add and locate the domain user account (PowerMAN). Click OK

6. Select Read (deselect all other options) and then click OK

Finally, the domain user account can be made a member of the website role of the database:
1. Open SQL Server Management Studio
2. Navigate to Security\Logins
3. Right click and select New Login
4. Click Search
5. Locate the recently created domain user account (PowerMAN) and click OK
6. Change the default database to PowerMANS and click OK again
7. Navigate to Databases\PowerMANS\SecurityUsers
8. Right click and select New User
9. Click the top search ... button and locate the domain user account
10. Select the ‘Website’ database role

11. Click OK

Using a named instance SQL Server

Microsoft SQL server supports both default and named database instances. This following
Microsoft document explains database instances:

http://msdn.microsoft.com/en-us/library/aal74516.aspx

To use a specific named database instance the ConnectionString setting, stored in the
web.config file, must be amended accordingly. For instance to use a remote database
instance called ‘SqlExpress’ this would be:

Data Source=Server\SqlExpress;Initial Catalog=PowerMan5; Integrated Security=True
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Configuring PowerMAN Enterprise Website

The majority of the remaining PMES configuration is contained in the web.config file. This is
located in the root of the website and can be edited with Notepad or a similar text editor
program. The settings in the web.config file are stored in XML format.

As supplied the file must be manually edited to include the settings appropriate for the

installation:
Setting Meaning
BugEmail The email address to send website error reports. Please see the

section on SMTP server configuration below. This feature is
optional.

€.g. support@yourcompany.com

ConnectionString

The database connection string.
For a local (default instance) database this is typically:

Data Source=localhost;Initial Catalog=PowerMan5;Integrated
Security=True

For a local database instance called ‘SqglExpress’ this would be:

Data Source=.\SqlExpress;Initial Catalog=PowerMan5; Integrated
Security=True

For a remote database instance called ‘SqlExpress’ located on a
PC called ‘Server’ this would be:

Data Source=Server\SqglExpress;lnitial Catalog=PowerMan5;
Integrated Security=True

RegisteredOrganisation

The name of the registered organisation. For instance:

Example Corporation Limited

RegisteredProductKey The product key. For instance:
XGHK-GABQ-GDTH-UJKQ-HYJK-DBKY

SecurePath The URL of the secure administration folder. This is prefixed with a
tilde character:
e.g. ~/Secure

SiteRoot The URL of the web server.
e.g. www.examplecorp.com or 192.168.200.10

SMTPServer The SMTP server used for sending emails. This feature also

requires that the BugEmail setting is configured.

e.g. localhost
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At a minimum the following settings must be configured:
RegisteredOrganisation
RegisteredProductKey
SiteRoot

In addition, the following settings may need amendment:

ConnectionString — This may need to be changed if the database is located on
another server or is not using the default SQL instance

SMTPServer and BugEmail — This will need to be configured if you are using the
email error reporting feature

The web.config file also includes some additional settings not described above. These are
used internally by PMES and should not normally be changed.

Website Testing

Now that the server has been configured it can be tested. There are several test pages
provided to check that the database and website functionality.

Assuming you are testing the server locally you can use the following URL.:

http://localhost:8080/statictest.htm

This page should display a message indicating that the web server is functioning. If this
process is not successful you must check the basic 1IS configuration before proceeding
further.

Tip: If the web server does not display the static test page it may be because you
have forgotten to grant the PowerMANS5 application pool read access to the
website root folder.

Similarly, after the web server has been checked you can confirm the database is functioning
using the following URL:

http://localhost:8080/servercheck.aspx

If the system is correctly configured this will report: Server is available

Tip: If the server does not respond you may need to investigate the cause of the
problem. The most common problems are caused by incorrectly configured
database connections or security settings. The servercheck.aspx page uses a
stored procedure called upServerCheckinfo. You (or a suitably qualified DBA)
can use the SQL Server Profiler tool to trace the website access to this
procedure and determine the cause of the problem.

If the servercheck.aspx page fails to load and the browser reports the page was
not found (error 404) this may be because ASP.NET is not correctly configured.
Please see the following Microsoft article for a resolution:

http://support.microsoft.com/kb/315122
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Checking Website Security

Before proceeding further it is essential to verify the security of the PMES system. Assuming
the installation steps above have been followed you can do this as follows from another
computer (not the server) using arbitrary user credentials:

Check the page http://yourserver:8080 is available to any user

Check the page http://yourserver:8080/Secure prompts for a login and is only
accessible to the user/group(s) you have selected

This step completes the basic configuration of the PMES system. Day-to-day configuration
and management can now be performed using the website itself.

SMTP Configuration (Error Reporting)

PowerMAN Enterprise Server allows users to file error reports in the event on a server
problem. These are sent by email and may be investigated using the server database and IIS
logs. This feature is optional.

To use this feature you must configure the SMTPServer and BugEmail settings in the
web.config file. You can test the email notification using a webpage located in the secure
area. To use this feature proceed as follows:

1. Navigate to http://yourserver:8080/Secure/ServerTools.aspx

2. Click the Test link

3. Confirm a test email is delivered (this may take several minutes)

Configuring PowerMAN Enterprise Server for your org anisation

Before proceeding to configure the system for your own organisation please:
Obtain a PowerMAN client software product key (this is different to the PMES PID)
Decide if you want to allow anonymous access to view the management reports

Decide which currency to use for reporting estimated energy costs
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Tip: Anonymous access to the management reporting tool allows the system to
be used by a variety of users without configuring a specific login. Anonymous
access does not allow any configuration changes to be made. Anonymous access
is usually used when customers evaluate the PowerMAN hosted reporting system
as it simplifies initial configuration and allows the reporting system to be quickly
shared by a number of users.

To configure the system for your organisation proceed as follows:

1. Open the Secure configuration page: http://yourserver:8080/Secure

2. Enter your organisation name and PowerMAN client software product key
3. Select the appropriate settings for anonymous access and reporting currency

4. Click Create

PowerMAN Fower Manager 3erver Configuration

Licensed Organigaticn E<ample Corporatior Lmted

License Expiry A0/C4/2009
License Limits T0U computers
Registered 0 comouers
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Configuring Organisation Logins (Access levels)
PowerMAN Enterprise Server allows you to configure two distinct user access levels:

Viewing Only — Allows the user to use reporting features but not change the system
configuration.

Site Administration — Allows the user to use the reporting features AND to further
configure the system.

If you have opted to enable anonymous access this means that the anonymous user (without
a specific login) has the Viewing Only access level.

Organisation Configuration

Drganisation Product Key Created  Fxpires
Sxample Carpo-alion HY IE-DB3Y-#5HK-GABC- . = Lagins FEename
Limied GCKK-UIKL Sl e T s

To create a new user login proceed as follows:
1. Click Logins
2. Enter the required login email address and password
3. Select an appropriate access level

4. Click Create

Changing Organisation Anonymous Access

To change the anonymous access setting proceed as follows:
1. Click Access
2. Tick (or un-tick) the ‘Allow anonymous viewing’' checkbox

3. Click Save
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Temporary Website Maintenance (Server Offline)

PowerMAN Enterprise Server incorporates a simple feature that can be used to notify users if
the server is temporarily unavailable for maintenance. You may wish to enable this feature if
you are performing a software upgrade or other maintenance task. To notify users proceed as
follows:

1. Locate the App_Offline.xxx file in the root of the website

2. Rename it to App_Offline.htm

3. Remember to rename the file to App_Offline.xxx when your offline task is complete

This technique is explained further in the following Microsoft document:

http://msdn.microsoft.com/en-us/library/bb398992.aspx

SQL Database Maintenance

There are two additional steps required to ensure reliable and optimal functioning of the
PowerMAN Enterprise Server Database:

Database backup strategy
Database optimization strategy

As supplied the PowerMANS database is configured to use the Simple Recovery Model .
This model is the easiest to configure but will result in some data loss in the event of a server
malfunction. The Simple Recovery Model creates a database backup as configured in the
server schedule (typically daily). Whilst very simple to understand and configure any data
changes, between backups, are lost in the event of a server problem. In many scenarios the
minor discontinuity in the logged data that would result from a malfunction may be acceptable.

The PowerMAN Hosted Service is configured to provide the maximum data
reliability and therefore uses the Full Recovery Model. This stores separate
database and transaction log backups to an alternative physical location and
means that it is possible to restore all database changes since the last full
backup. This approach, although more complicated, may also be appropriate for
your system.

The following Microsoft article provides additional guidance on selecting the appropriate
backup strategy:

http://msdn.microsoft.com/en-us/library/aal73531.aspx

You must decide the appropriate database backup str  ategy for your PMES deployment.

The following steps describe a procedure to configure regular backups using the Simple
Recovery Model:

1. Open SQL Server Management Studio

2. Navigate to Management\Maintenance Plans
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3. Right click and select New Maintenance Plan

4. Enter an appropriate plan name: PowerMAN5 Simple Backup

i

Mew Mainzenance Plan ==

Hame: PowerMANS Simple Backap|

oK | | Cancsl |

5. Drag the ‘Backup Database Task’ to the main pane (located bottom right)

6. Right click on the task and select Edit

Back Up Database Task

Backup Database on
Datakases: <Select one or mare = & itk
Type: Full -
Aapend existing | Edit...
L Dizable
Group

7. Select the PowerMANS database

8. Select an appropriate backup location e.g. \\Backups\Databases\PowerMAN5

9. Click OK
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iﬁl Back Up Database Task @
Connection: |Ln:a| server connection v|| Mew... ‘
Backup type: [Tl =)
Dataoase(s): ‘Speciﬁc databases ﬂ

Backup component

@ Datakase

@ Create a backup file for every database

Creatz a sub-directory for each database
Folder: ‘WBackupsiDatabases\PowerMANS
Backup file extension: bak

V| Verily backup inlegrily

a4 | | Cancel | | Wiew T-50L | | Help

.!!..'I
10. Click the Calendar icon lil

11. Select an appropriate backup schedule and click OK. (Typically the backup should
occur once per day)

Important: Adequate database backups are essential to avoid unacceptable data
loss. You are responsible for configuring a suitable backup strategy. When
configuring the backup system you should consider the possibility of hardware
failure on the server. You can mitigate this problem by configuring the backup to a
remote location. The ideal time to configure a backup is between 8 and 10pm.
This is usually after most client computers have been switched off and before
midnight when any active computers will start to report data.

It is not necessary to keep historic backups forever and in practice only the last
few backups (for instance the last 7 days) need to be retained.

The PowerMAN database makes extensive use of indexes to improve performance. Over
time these can become fragmented which can lead to a decrease in performance and website
timeouts. It is good practice to periodically optimize these indexes. This can be done either by
reorganising or rebuilding the indexes. Each technique has both advantages and
disadvantages. These are discussed further in the following Microsoft article:

http://msdn.microsoft.com/en-us/library/aa964133(SQL.90).aspx

The most appropriate technique will depend upon the size of your PowerMAN database and
the level of index fragmentation. The following procedure explains how to configure the
indexes to rebuild once per week. This technique, which will make the database temporarily
inaccessible, is the simplest technique to ensure optimal performance.

You must determine the most appropriate database op  timisation technique for your
server. This decision is primarily determined by th e size of the database and the
amount of database downtime you will accept.

To configure the database to rebuild the indexes once per week proceed as follows:
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1. Open SQL Server Management Studio

2. Navigate to Management\Maintenance Plans

3. Right click and select New Maintenance Plan

4. Enter an appropriate plan name: PowerMANS5 Index Task
5. Drag the ‘Rebuild Index Task’ to the main pane

6. Right click on the task and select Edit

7. Select the PowerMANS database

8. Select Tables and Views and click OK

9. Click the Calendar icon

10. Select an appropriate backup schedule and click OK. (Typically the index rebuild
should occur once per week)

Important: It is easy to overlook the importance of effective index optimization.
The strategy above is probably excessive for most standard databases but will
result in regularly optimized databases indexes. As the database may be
inaccessible during the index rebuild operation this task should normally be
carried out during a regular maintenance period or when the server is not
required.
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Troubleshooting PowerMAN Enterprise Server

PowerMAN Enterprise Server (PMES) has undergone many thousands of hours development
and testing. The software is very reliable but problems do sometimes happen. This walk-
through installation in this document makes some basic assumptions about the PMES
deployment environment and, in a real-world deployment; additional complications may cause
configuration problems. This section describes common problems, how to investigate, and
ultimately resolve them.

Tip: For security reasons the web.config file supplied with PMES is configured to
display only limited client error messages. If you experience problems with the
PMES website it can be very helpful to view the problem pages directly on the
web server via http://localhost:8080/. If this is not practical you can temporarily
configure additional error messages to be displayed on client browsers by
changing the following setting in the web.config file:

customErrors mode="RemoteOnly" -> customErrors mode="0Off"

Please remember that this step will expose your sys tem to additional
security threats and should only be performed in a controlled environment.
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Problem: Static test page is not displayed
Problem: Website reports — The page cannot be found
Problem: Website reports — Server Application Unava ilable

The static test page (statictest.htm) is provided to test the basic functionality of the web
server. It does not use the SQL database and therefore avoids the additional complications
that can occur due to database connectivity problems. If this page does not display please
check the following:

The application pool identity (usually Network Service) has read access to the folder
containing the website. If you have configured the application pool to use a domain
user account then this account must have read access to the website.

The server firewall (if running) allows access to the web server (usually port 8080)

There may be additional useful information in the System and Application event logs

Problem: Website reports - The current identity doe s not have write access to
...Microsoft. NET\Framework\v2.0.50727\Temporary ASP.N  ET Files

This message can be displayed if the Internet Information Service (1I1S) was installed after the
.NET framework. This problem indicates that the .NET framework is not correctly registered
with [IS. You can correct this problem by executing the following command:

%windir%\Microsoft. NET\Framework\v2.0.50727\aspnet_regiis.exe -i

If this step is necessary please also remember to check that the correct .NET framework is
configured for the website (in the ASP.NET tab).

Problem: Servercheck.aspx takes excessive time (>1 second) to display
Problem: Servercheck.aspx reports - An error has oc  curred while establishing a
connection to the server (or similar)

This class of problem is usually associated with database connectivity issues. This may be
because the database server is not accessible or because the security configuration is
incorrect. The following may be helpful:

If the problem is sporadic please consider other tasks the server may be doing. If the
computer hosting the SQL server is used for other services please consider providing
a separate sever for the PowerMAN database. The database must reliably respond in
<5 seconds for PowerMAN clients to be able to successfully log data.

Check the network connection from the IIS server to the SQL server
Check the application pool identity (usually Network Service for local databases and a
domain user account for remote databases) is a member of the Website database

role.

Disable ‘friendly’ error messages (see below) and review the detailed error data
reported. It may also be helpful to check tblErrorLog in the PowerMANS5 database.
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Problem: Website reports - Sorry. A website errorw  as detected. This cause of this
error has been logged and will be investigated

This error is generated when the PMES software encounters an error. The most common
cause of this problem is a timeout accessing the database. This can happen due to incorrect
database configuration or under very heavy database load conditions. PowerMAN logs most
errors (except timeouts) in the tblErrorLog database table. You can query this table to
determine the cause of the error.

To investigate the cause of this error further you can also disable the ‘friendly’ error message
and configure PMES to display the full error message. This information may be useful to
Technical Support.

To display detailed error information:

Edit the web.config file and change the value of the FriendlyErrorHandler to ‘False’.
This will allow detailed error reports to be displayed on the server console.

To enable display detailed error information on remote browsers (not necessary for
localhost) you can edit the web.config file and change the customErrors ‘mode’
setting from “RemoteOnly” to “Off".
Please remember that both of these changes will make the PMES server less secure. They
should only be performed under controlled conditions and certainly not when the PMES
server is accessible from the internet.
Problem: Non-specific database connectivity problem
Database connectivity issues can sometimes be difficult to resolve. The basic PMES
configuration is quite simple but complexity can dramatically increase if the SQL server is
located in a remote location or either server is shared with other services.
To re-cap, the general configuration is normally as follows:
1. The website is run in the context of a separate application pool
2. This application pool uses a specific user account (often Network Service).
3. The user account must have Read access to the website root folder
4. The user account must be a member of the Website database role
You can investigate connectivity problems using a combination of the following steps:
Check the basic configuration above. In particular confirm the identity used for the
application pool and that this user account has the necessary file system and
database access
If you have recently made configuration changes it can sometimes help to recycle the
application pool and restart the IIS service. This is described elsewhere in this
document.
Use the http://localhost:8080/secure/Serverldentity.aspx to confirm the identity that

the web server is currently using. This should match that configured in the application
pool
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Use the http://localhost:8080/ServerCheck.aspx page to confirm the database
connection is operational

Use the SQL Server Profiler tool to monitor the IS interaction with the SQL server.
This can often expose security related problems.

If PMES displays the ‘friendly’ error page consider disabling this feature (see above)
to see more detailed error information.

Problem: Website reports - Could not load file ora  ssembly 'PowerLib’ or one of its
dependencies. An attempt was made to load a program with an incorrect format

This error is reported when there is a mismatch between the installed website and the server
hardware. Please check that the installed website platform (x86 or x86-64) matches your
server hardware. If necessary replace the website with the correct version.

Problem: Website displays - Service Unavailable

This message is displayed when the PowerMANS application pool is incorrectly configured.
This message may also be displayed if the application pool has recently been re-configured to
use a domain user account. Please check the following:

The application pool identity is correctly configured. If a domain user account is being
used try re-entering the password.

The application pool identity (domain user) is a member of the local IIS_WPG group

After making any changes you can restart the application pool by right clicking on it
and selecting Recycle .

Similarly it can sometime help, after making several related changes, to restart the
website or even IIS itself. This can be done by right clicking on the site and selecting
Stop and then Start. To restart IIS right click on Internet Information Services and
select All Tasks/Restart IS

There may be additional useful information in the System event log

Problem: The website reports an exception obtaining permission of type
'System.Web.AspNetHostingPermission’

This problem can occur on Windows 2008 (1IS7). It can be problematic to resolve because
unless customErrors setting has been modified it is only displayed when the web page is
viewed on the local server.

This problem occurs when the SQL database is located on a remote server and the
application pool is operating under the identity of a domain user. To resolve the problem
change the application pool setting Load User Profile to True.

Idle Time-out (minutes) z0
Load User Profile Troe _'I
Maximum wwarker Processes 1
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Problem: Computers appear to be reporting correctly but are not showing on the
reporting system
OR The SQL database contains data but thisis notv isible in the web-based reports

This problem can happen if the SiteGUID being used by client computers is not registered on
the server. In this situation data is still logged correctly but is not displayed.

To register a SiteGUID with the system proceed as follows:

Login to the reporting system (or click ‘Super User’ on the secure administration
page)

Navigate to the site you wish to use as the parent of the new site-site
Click Add / Move Site
Enter the new SiteGUID including the {braces} and a suitable site name

Click Add / Create Site

Problem: "HTTP Error 404 - File or Directory notfo  und" error message when you
request an ASPX page

This problem can happen if ASP.NET was installed prior to 1IS. This happens because, by
default, when IIS is installed on any version of the Windows Server 2003 family, IIS only
serves static content (HTML).

Support for ASP.NET must be manually enabled on such systems. This problem does not
generally happen on later operating systems or when ASP.NET is installed after IIS.

To resolve this problem please follow the instructions in the following Microsoft article:

http://support.microsoft.com/kb/315122
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